A Conceptually Rich Model of Business Process Compliance

Guido Governatori *

Antonino Rotolo **

* NICTA, Australia PO Box 6020, St Lucia, Queensland 4067, Australia
** CIRSFID and Law Faculty, University of Bologna, Via Galliera 3, 40122, Bologna, Italy
Email: guido.governatori@nicta.com.au, anotnino.rotolo@unibo.it

Abstract

In this paper we extend the preliminary work developed
elsewhere and investigate how to characterise many as-
pects of the compliance problem in business process mod-
eling. We first define a formal and conceptually rich lan-
guage able to represent, and reason about, chains of repa-
rational obligations of various types. Second, we devise
a mechanism for normalising a system of legal norms.
Third, we specify a suitable language for business process
modeling able to automate and optimise business proce-
dures and to embed normative constraints. Fourth, we
develop an algorithm for compliance checking and dis-
cuss some computational issues regarding the possibility
of checking compliance runtime or of enforcing it at de-
sign time.
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1 Introduction

1.1 Background

Business processes specify the activities a business does
to achieve its business objectives. Businesses are typ-
ically regulated. The requirements businesses have to
comply with may stem from legislation and regulatory
bodies, standards and codes of practice, and also busi-
ness partner contracts. Business Process Compliance is
the relationship between two sets of specifications: the
specification for the processes/procedures adopted by a
business to achieve its goal, and the specifications corre-
sponding to the regulations relevant for a business. Es-
sentially, compliance is aimed at ensuring that business
processes, operations and practise are in accordance with
a prescribed and/or agreed set of norms. Compliance re-
quirements may stem from legislation and regulatory bod-
ies (e.g., Sarbanes-Oxley, Basel II, HIPAA), standards and
codes of practice (e.g., SCOR, ISO9000) and also busi-
ness partner contracts. To align the two sets of specifi-
cation a fundamental requirements is to be able to repre-
sent formally the two sets of specifications. Accordingly,
any attempt to provide a formal framework to investigate
whether processes comply with relevant regulation must
provide a conceptually sound formalisation of the norms
and the obligations process are subject to.

In this paper we extend the preliminary work devel-
oped in (Governatori & Rotolo 2008a) and further inves-
tigate how to model compliance in business processes. In
(Governatori & Rotolo 2008a) we proposed (1) a method
to align the language specifying the activities of a business
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process and the conditions set up by the norms relevant
for the process and (2) an efficient algorithm to determine
whether a process is compliant. The method was based
on (semantic) annotations, where the annotations are writ-
ten in the formal language chosen to represent the norma-
tive specifications. The idea was that business processes
are annotated and the annotations provide the conditions a
process has to comply with. Annotations can be at differ-
ent levels; for example we can annotate a full process or a
single task in a process. In addition we can have different
types of annotation. Annotations can range from the full
set of rules (norms) specific to a process or a single task
to simple semantic annotation corresponding to one effect
of a particular task (e.g., after the successful execution of
task A in a process B the value of the environment variable
Cis D).

Checking compliance amounts to a relatively afford-
able operation when we have to see whether processes are
compliant with respect to simple normative systems. But
things are tremendously harder when we deal with pro-
cesses to be tested against complex, large and articulated
systems of norms such as bodies of legal provisions.

In (Governatori & Rotolo 2008a) we suggested a first
solution to overcome the difficulties arising when the vio-
lation of a legal obligation activates other obligations able
to compensate for this violation. In particular, we pro-
posed to use the logic originally developed in (Governa-
tori & Rotolo 2006). This paper adopts the same method-
ology, but it generalises (Governatori & Rotolo 2008a)’s
approach to reparational obligations and it addresses other
two significant sources of complexities. As we will see,
the proposed framework will be helpful to address and
analyse some still unsolved research issues in business
process modeling. The following subsection summarises
the complexities which we will discuss in this paper.

1.2 Motivation

A first source of complexities was already (partially) ad-
dressed in (Governatori & Rotolo 2008a). It resides in the
fact that legal norms regulate processes by usually spec-
ifying actions to be taken in case of breaches of some of
the norms, actions which can vary from (pecuniary) penal-
ties to the termination of an interaction itself. These con-
structions, i.e., obligations in force after some other obli-
gations have been violated, are known in the deontic lit-
erature as contrary-to-duty obligations (CTDs) or repara-
tional obligations (because they are meant to ‘repair’ or
‘compensate’ violations of primary obligations (Carmo &
Jones 2002)). Thus a CTD is a conditional obligation aris-
ing in response to a violation, where a violation is sig-
nalled by an unfulfilled obligation. These constructions
identify situations that are not ideal for the interaction but
still acceptable. The ability to deal with violations and
the reparational obligations generated from them is an es-
sential requirement for processes where, due to the nature
of the environment where they are deployed, some fail-
ures can occur, but it does not necessarily mean that the



whole interaction has to fail. However, the main problem
with these constructions is that they can give rise to very
complex rule dependencies, because we can have that the
violation of a single rule can activate other (reparational)
rules, which in turn, in case of their violation, refer to other
rules, and so forth.

A second source of complexities depends on the fact
that processes may be regulated by different types of obli-
gations (see Section 2.1). In (Governatori et al. 2007)
we proposed a classification of obligations, according to
which different obligations may require distinct compli-
ance conditions. We may have obligations requiring (1) to
be always fulfilled during the execution of the entire pro-
cess or of some subpaths of it, (2) that a certain condition
must occur at least once before the execution of a certain
task A of the process and such that the obligations may, or
may not, persist after A if they are not complied with, (3)
that something be done in a single task. Clearly, the pe-
culiarities of these types of obligation make things more
complex when we deal with the compliance of a process
with respect to chains of reparational obligations. For ex-
ample, if the primary obligation is persistent and states to
pay before task A, and the secondary (reparational) obli-
gation is to pay a fine in the task B successive to A, the
process is compliant not only when we pay before A, but
also when we do not meet this deadline, pay later and pay
the fine at B. If the secondary obligation rather requires to
be always fulfilled during the execution of all tasks succes-
sive to A, compliance conditions will change. In addition,
other types of obligation can be considered: for instance,
we may have provisions stating that some A is obligatory
and which are fulfilled even if A was obtained before the
provision was in force, whereas other provisions state that
A is obligatory but they are complied with only when A
holds after they are in force.

A third source of complexities depends on whether our
aim is to check compliance at runtime or to model and en-
force it at design time. Indeed, ensuring automated detec-
tion of compliance of business processes with normative
documents is a complex problem, involving a number of
alternatives.

Currently there are two main approaches towards

achieving runtime compliance': auditing and monitoring.
Both methods detect compliance by means of retrospec-
tive reporting. Auditing is conducted for “after-the-fact”
detection. Much of the existing software solutions for
compliance follow this approach. The proposed solutions
hook into variety of enterprise system components (e.g.
SAP HR, LDAP Directory, Groupware etc.) and gener-
ate audit reports against hard-coded checks performed on
the requisite system. These solutions often specialise in
certain class of checks, for example the widely supported
checks that relate to Segregation of Duty violations in
role management and user provisioning systems. This ap-
proach resides in the space of “after-the-fact” detection,
as compliance is checked at the end of the process exe-
cution. Monitoring is based on the same principle, but
is performed by checking compliance step by step (after
each task is executed, for example).

The main limit of monitoring and auditing is that they
do not offer any guarantee to correctly fix the processes
when they are not compliant. Such methods are basically
able to answer the question of whether a given process
fulfilled all regulations applying to it. If the process is
not compliant we would rather need a method which pro-
vides a means of visualizing the impact of compliance
controls on process models, assist in compliance checking
and analysis and also feedback for subsequent (re)design
of the process models.

Hence, a sustainable approach for achieving compli-
ance should fundamentally have a preventative focus. As
we will see, we describe an approach that provides the

'For a comprehensive exposition of compliance for business process models,
see (Governatori & Sadiq 2009, Sadiq & Governatori 2009).

capability to capture compliance requirements through a
generic requirements modelling framework, and subse-
quently facilitate the propagation of these requirements
into business process models and enterprise applications,

thus achieving compliance by design.?

However, we will see that, when all types of obliga-
tions mentioned above are used to regulate business pro-
cesses, the enforcement of compliance at design time can
rise serious computational problems.

1.3 Layout of the Paper

Ensuring automated detection and/or enforcement of com-
pliance requires to address the following related research
tasks:

(1) Define a formal language able to represent, and reason
about, chains of reparational obligations of the types
recalled above; we address this in Section 2.2;

(2) Devise a mechanism for normalising a system of legal
norms, namely, identify formal loopholes, deadlocks
and inconsistencies in it, and to make hidden condi-
tions explicit; without this task, we do not have any
guarantee that a given process is compliant, because
we do not know if all relevant norms have been con-
sidered; this task will be addressed in Section 2.3;

(3) Specify a suitable language for business process mod-
eling (in our case based on annotations) able to auto-
mate and optimise business procedures and to embed
normative constraints; this task will be addressed in
Section 3;

(4) Develop a (possibly efficient) algorithm for compli-
ance checking; the procedure will also require to de-
velop a reasoning mechanism able to establish what
chains of reparational obligations are active for each
step in the process; this task will be addressed is Sec-
tion 4.

A further section (Section 5) will be devoted to discussing
the problem of computing runtime or design time compli-
ance when different types of obligations regulate a given
process. A summary and related work will conclude the

paper.
2 Normative Constraints

2.1 Violations and Types of Obligations

Achievement, Maintenance and Punctual Obligations
We can distinguish achievement obligations from mainte-
nance obligations (Governatori et al. 2007).

For an achievement obligation, a certain condition
must occur at least once before the deadline:

Example 1 Customers must pay before the delivery of the
good, after receiving the invoice

In this example, the deadline (before the delivery of the
good) refers to an obligation triggered by receipt of the
invoice: such an obligation is persistent. After that the
customer is obliged to pay. The obligation terminates only
when it is complied with. Note that, in this example, the
obligation itself obviously persists after the deadline, until
it is achieved. But we may have cases where achievement
obligations do not persist after the deadline:

Example 2 Once the submissions to APCCM are made
available to APCCM PC members, the reviewers must
send their reports before the notifications are delivered to
the authors

Indeed, the obligation to deliver a review does not persist
after the deadline, since after the review result has been
notified to the authors, the paper has been accepted or re-
jected on the basis of the other reports delivered in time.

2See also (Lu et al. 2007) for the compliance by design methodology.



In general, a deadline signals that a violation of the
obligation has occurred. This may trigger an explicit sanc-
tion (see below).

For maintenance obligations, a certain condition must
obtain during all instants before the deadline:

Example 3 After opening a bank account, customers
must keep a positive balance until bank charges are taken
out.

By definition, maintenance obligations do not persist af-
ter the deadline. In Example 3, the deadline only signals
that the obligation is terminated. A violation occurs when
the obliged state does not obtain at some point before the
deadline.

Finally, we may have punctual obligations, which only
apply to single tasks or instants:

Example 4 When banks proceed with any wire transfer,
they must transmit a message, via SWIFT, to the receiving
bank requesting that the payment is made according to the
instructions given.

Many norms can be associated with an explicit sanc-
tion. Consider, for instance, the obligations in Examples
1,2, and 3:

Example 5 Customers must pay before the delivery of the
good, after receiving the invoice. Otherwise, an additional
fine must be paid.

Example 6 After opening a bank account, customers
must keep a positive balance until bank charges are taken
out. Otherwise, their account is blocked.

Example 7 Once the submissions to APCCM are made
available to APCCM PC members, the reviewers must
send their reports before the notifications are delivered to
the authors. Otherwise, they will be blacklisted for inclu-
sions in future APCCM PCs.

An explicit sanction is often implemented through
a separate obligation, which is triggered by a detected
violation. In this setting, legislators may need further
deadlines to enforce the sanctions, leading to a chain of
obligations. For instance, the payment of a fine mentioned
in Example 5 could be due before the execution of a
subsequent task.

Preemptive or Non-preemptive Obligations We
can also distinguish preemptive obligations from non-
preemptive obligations.

Consider again the obligation in Example 1 and sup-
pose that the price to be paid by a customer is 200$. Sup-
pose now that this customer, by mistake, had transferred
an amount of 200$ to the bank account of the seller before
the delivery of the invoice. In this case, the early transfer
may count as a payment and the customer could claim that
her obligation to pay the seller is already fulfilled. This is
an example of preemptive obligation.

Non-preemptive obligations do not work as above.
Consider this example:

Example 8 Executors and administrators of a decedent’s
estate will be required to give notice to each beneficiary
named in the Will within 60 days after the date X of an
order admitting a will to probate has been signed.

If an executor gives a notice to the beneficiaries before
X, she will not comply with the above obligation and
will have to resend the notification after that. Note
that, in general, the distinction between preemptive and
non-preemptive obligations applies only to achievement
obligations, while it does not make sense with the main-
tenance and punctual ones.

Violations The expression of violation conditions
and the reparation obligations is an important requirement
for designing subsequent processes to minimise or deal
with such violations and also to determine the compliance

of a process with the relevant norms. The violation
expression consists of the primary obligation, its violation
conditions, an obligation generated upon the violation
condition occurs, and this can recursively be iterated,
until the final condition is reached. We introduce the
non-boolean connective ®, whose interpretation is such
that OA ® OB is read as “OB is the reparation of the
violation of OA”. In other words, the interpretation of
OA ® OB, is that A is obligatory, but if the obligation OA is
not fulfilled (i.e., when —A is the case), then the obligation
OB is activated and becomes in force until it is satisfied
or violated. In the latter case a new obligation may be
activated, followed by others in chain, as appropriate.

However, the violation condition of an obligation
varies depending on whether it is an achievement or
a maintenance obligation, or a preemptive or a non-
preemptive one. In the next section, we will extend the
approach of (Governatori & Rotolo 2008a, 2006) to cover
these cases.

2.2 Process Compliance Language (PCL)

A conceptually sound formalisation of norms (for assess-
ing the compliance of a process) should take into ac-
count all the aspects mentioned in Section 2.1. Thus,
we now provide here a formal account of the ideas pre-
sented above. Our formalism, called Process Compliance
Language (PCL), is a combination of an efficient non-
monotonic formalism (Defeasible Logic (Antoniou et al.
2001)) and a deontic logic of violations (Governatori &
Rotolo 2006). The current version of PCL significantly
extends the logic of (Governatori & Rotolo 2008a) by
working on all types of obligations discussed in Section
2.1. Hence, this particular combination allows us to repre-
sent exceptions as well as the ability to capture violations
and any types of obligations resulting from the violations;
in addition our framework has good computational prop-
erties: the extension of a theory (i.e., the set of conclu-
sions/normative positions following from a set of facts)
can be computed in time linear to the size of the theory.

The ability to handle violation is very important for
compliance of agents’ processes. Often businesses oper-
ate in dynamic and somehow unpredictable environments.
As a consequence in some cases, maybe due to external
circumstances, it is not possible to operate in the way
specified by the norms, but the norms prescribe how to
recover from the resulting violations. In other cases, the
prescribed behaviours are subject to exceptions. Finally,
in other cases, one might not have a complete description
of the environment. Accordingly the process has to oper-
ate based on the available input (this is typically the case
of the due diligence prescription), but if more information
were available, then the task to be performed could be a
different one.

PCL is sound in this respect given the combinations of
the deontic component (able to represent the fundamental
normative positions and chains of violations/reparations)
and the defeasible component that takes care of the is-
sue about partial information and possibly conflicting pre-
scriptions.

PCL formal language consists of the following set of
atomic symbols: a numerable set of propositional letters
D,q.r,. .., intended to represent the state variables and
the tasks of a process. Formulas of the logic are con-
structed using the negation —, the non-boolean connective
® (for the Contrary-To-Duty (CTD) operator), and the de-
ontic operators Oy (for obligation), where y can be empty.
The deontic operators have subscripts and superscripts to
specify whether they denote achievement, maintenance or
punctual obligations, or whether they are or not preemp-
tive. Table 1 summarises all possible combinations. The
formulas of PCL will be constructed in two steps accord-
ing to the following formation rules:

e cvery propositional letter is a literal;



Obligation operators

Intuitive reading

O;‘," achievement, persistent, preemptive
o0Lr achievement, persistent, non-preemptive
= pr , P X p p
o%* achievement, non-persistent, preemptive
or > 1% > P p
Opr,. achievement, non-persistent, non-preemptive
on maintenance
or punctual

Table 1: Types of obligations

o the negation of a literal is a literal;
e if X is a deontic operator and !/ is a literal then X/ and
—X1 are deontic literals.

After we have defined the notions of literal and deontic
literal we can use the following set of formation rules to
introduce ®-expressions, i.e., the formulas used to encode
chains of obligations and violations.

e every deontic literal is an ®-expression;
e if XI;,...,XI, are deontic literals, then X/ ®...® X1,
is an ®-expression.

The connective ® permits combining primary and CTD
obligations into unique regulations. The meaning of an
expression like 0%A ® OPB® O™C is that the primary
provision is an achievement, persistent, preemptive obli-
gation to do A, but if A is not done, then we have a punc-
tual obligation to do B. If B fails to be realised, then we
obtain a maintenance obligation to do C. Thus B is the
reparation of the violation of the obligation O%"A. Simi-
larly C is the reparation of the obligation O” B, which is in
force when the violation of A occurs.

Each norm is represented by a rule in PCL, where a
rule is an expression r : Ay,...,A, = C, where r is the
name/id of the norm, Ay, ...,A,, the antecedent of the rule,
is the set of the premises of the rule (alternatively it can be
understood as the conjunction of all the literals in it) and
C is the conclusion of the rule. Each A; is either a literal
or a deontic literal and C is an ®-expression.

The meaning of a rule is that the normative position
(obligation, permission, prohibition) represented by the
conclusion of the rule is in force when all the premises
of the rule hold. PCL is also equipped with another type
of rules, called defeaters (marked with arrow ~») and a
superiority relation (a binary relation) over the rule set.

In Defeasible Logic, the superiority relation (<) de-
termines the relative strength of two rules, and it is used
when rules have potentially conflicting conclusions. For

example, given the rules r; : a = 0"b® Oprrc and r; :

d= —\OZ',”c, r1 < rp means that rule r; prevails over rule
r, in situations where both fire and they are in conflict.
Defeaters play in Defeasible Logic a peculiar role, as
they cannot lead to any conclusion but are used to de-
feat some rules by producing evidence to the contrary. In
this sense, defeaters are suitable to model the termination
of the persistence of obligations (Governatori et al. 2005,
Governatori & Rotolo 2008b). Consider Example 5 (we
assume that the reparational obligation is a punctual one):

invy,; invoice = 0% pay ® OPpay_fine
inVierm pay ~ —O% pay
Here, compliance is the only condition that terminates the
obligation to pay: the obligation in fact persists beyond
the deadline.
Example 6 is modeled as follows:

pos;,i;  open_account = O"positive ® O”blocked
POS;,,,y bank_charges ~» =0 positive

On account of the nature of maintenance obligations, the
termination of the primary obligation occurs only when
bank charges are taken out.

Finally, the termination of the primary obligation in
Example 7 is captured as follows:

T€Vinit papers_available = OZ,T Teview ®

Oj; blacklist
reVierm, NOtification ~» ﬂOpr,reView
IeVierm, Teview ~» =0, review

Note that we have two termination rules: one stating that
the obligation to send the review no longer holds when
the reports are notified to the authors, another establishing
that such an obligation is terminated if it is complied with.

2.3 Normal Forms

We introduce transformations of an PCL representation of
a normative system to produce a normal form of the same
(NPCL). A normal form is a representation of a normative
system based on an PCL specification containing all con-
ditions that can be generated/derived from the given PCL
specification. The purpose of a normal form is to “clean
up” the PCL representation of a normative system, that is
to identify formal loopholes, deadlocks and inconsisten-
cies in it, and to make hidden conditions explicit.

In the rest of this section we introduce the proce-
dures to generate normal forms. First (Section 2.3.1) we
describe a mechanism, based on (Governatori & Rotolo
2006), to derive new conditions by merging together ex-
isting normative clauses. In particular we link an obliga-
tion and the obligations triggered in response to violations
of the obligation. Then, in Section 2.3.2, we examine the
problem of redundancies, and we give a condition to iden-
tify and remove redundancies from the formal normative
specification. Section 2.3.3 discusses how to solve possi-
ble conflicts between deontic provisions.

2.3.1 Merging Norms

One of the features of the logic of violations is to take two
rules, or norms, and merge them into a new clause.
Consider a norm like (I and A are sets of premises)

I'= 0"A.

Given an obligation like this, if we have that the violation
of O™A is part of the premises of another norm, for exam-
ple,

A, —A = OPC,

then the latter must be a good candidate as reparational
obligation of the former. This idea is formalised as fol-

lows:
I'=0"A A,—A = 0PC
I''A= 0O"A® 0OrC

This reads as follows: given two policies such that one
is a conditional obligation (I' = O™A) and the antecedent
of second contains the negation of the propositional con-
tent of the consequent of the first (A, ~A = OPC), then the
latter is a reparational obligation of the former. Their re-
ciprocal interplay makes them two related norms so that
they cannot be viewed anymore as independent obliga-
tions. Therefore we can combine them to obtain an ex-
pression (i.e., I'; A= O™ A ® OPC) that exhibits the explicit
reparational obligation of the second norm with respect to
the first. Notice that the subject of the primary obligation
and the subject of its reparation can be different, even if
very often they are the same.

Let X,Y,Z be deontic operators. The following is the
general rule for merging norms based on (Governatori &
Rotolo 2006, Governatori 2005):

F:>X(l®( lr‘l:]Ybi)®ZC

A= Xa®(

A=by,...,~by = Zd
i1 Ybi) ®Zd

ey



2.3.2 Removing Redundancies

Given the structure of the inference mechanism it is pos-
sible to combine rules in slightly different ways, and in
some cases the meaning of the rules resulting from such
operations is already covered by other rules. In other cases
the rules resulting from the merging operation are gener-
alisations of the rules used to produce them, consequently,
the original rules are no longer needed in the specifica-
tions. To deal with this issue we introduce the notion of
subsumption between rules. Intuitively a rule subsumes a
second rule when the behaviour of the second rule is im-
plied by the first rule. We first introduce the idea with the
help of an example and then we show how to give a for-
mal definition of the notion of subsumption appropriate
for PCL.
Let us consider the rules

r: Invoice = O',‘,’fPayWithin7Days ® OP PayWithInterest
¥ : Invoice, —~PayWithin7Days = OprrPayWithInterest.
The first rule says that after the seller sends the invoice
the buyer has the achievement, persistent and preemp-
tive obligation to pay within one week, otherwise im-
mediately after the violation the buyer has to pay the
principal plus the interest. Thus we have the primary
obligation OZ’,”PayWithin7Days, whose violation is re-
paired by the secondary obligation OP PayWithInterest.
According to the second rule, given the same set of cir-
cumstances Invoice and —PayWithin7Days we have the
achievement, persistent and non-preemptive obligation

O%™ PayWithinterest. However,

n—pr

o the primary obligation of r’ obtains when we have a
violation of the primary obligation of r;

e after the obligation O} PayWithin7Days is vio-
lated, complying with the secondary obligation
OP PayWithinterest of r entails complying with the
primary obligation O,a,fprPayWithlnterest of 7 (but
not vice versa);

e hence, r is more general than 7/, and so the latter can
be discarded from the formal representation of the
specifications.

The intuitions we have just exemplified is captured by
the following definitions.
Definition 1 Ler X,Y be two deontic operators in
{05,057, 05, 05" ., O™, OF }. Then, Y E X iff
(i) if Y = O, then
X e{057,0,7,.,057,0,°,,,0m,00};
(ii) ifY = 0,7, then X € {0," .0, ,,0",0°};

nfprv
(iii) if Y = O%, then

X e{0y", 0,7, 057,007 ,,..0m,07};
(lV) lfY = Ozfpr’ then X € {Oprm OprH Omv OP};

(v) ifY =0™, then X = O0";

(vi) if Y = 0P, then X € {OP,0™}.
Definition 2 Let Xa be a deontic literal and Y any deontic
operator. If X = —Y, X is a negative operator; if X =Y, it
is a positive operator.
Definition 3 Ler A = Q" Xa; and B = Q' Yb; be two
®-expressions. Then, A deontically includes B iff m = n,
and for each X a;, Y b;

e a; =b;, and

e if X andY are positive operators, then Y C X.
Definition 4 Let ri : T’ = AQBRC and r, : A= D be
two rules, where A = @1 Xa;, B=Q}_,Yb; and C =
®?%_, Zc;. Then ry subsumes r; iff

1. T'= A and A deontically includes D; or

2. TU{—ay,...,man,} =Aand B deontically includes D;
or

3. TU{=b,...,~b,} = Aand A® Q=L Zc; deontically
includes D.

The intuition behind subsumption is that the normative
content of rp is fully included in r;. Thus r, does not
add anything new to the system and it can be safely dis-
carded. To show this, some auxiliary notions should be
used. In fact, Definition 3 (together with Definitions 1
and 2) establishes when the compliance conditions for an
®-expression cover the compliance conditions of another

®—expression3. For the sake of simplicity, take, for exam-
ple, the single obligation B = Oprrb. Then, if another
obligation A is equal to B, compliance conditions for both
are trivially the same. If A is either 0%" b, O"b, or OPb,

n—pr
A deontically includes B, because, if both are in force, the
compliance of A implies the compliance of B. However,
if A is a preemptive achievement obligation, we have no
guarantee that its compliance supports the compliance of
B: indeed, b could have been obtained before A and B were
in force, which is sufficient for fulfilling only A.

2.3.3 Solving Conflicts

Conflicts often arise in normative systems. Since PCL is
based on Defeasible Logic, our framework allows us to
solve them. In this regard, however, we have to determine
whether we have genuine conflicts between ®-expressions
or whether such ®-expressions admit states where all can
be complied with.

Suppose, for example, that A = O”a ® O™b and B =
O;;ﬂﬁa ® O™=b are both in force. The secondary obli-
gations of A and B are clearly in contradiction but their
primary obligations do not necessarily lead to a joint non-
compliance. Indeed, if it is now forbidden to pay, and it
is obligatory to pay by tomorrow, I can comply with both
obligations by simply paying tomorrow.

Therefore, we have first to identify what ®-expressions
do conflict with one another. First of all, let us define when
two single obligations are in conflict:

Definition 5 Let [, XI, and Y be a literal, a deontic literal,
and a positive operator, respectively. The complement ~1
is pifl=p, and p if | = —p. The complement ~XI is
defined as follows:

o If XI =7YI, ~XI = {Zp|Zispositive,p = ~I,
either ZCY orY CZYU{-Zq|Z=Y,q=1};
o IfXI=-Yp, ~XIl={Zq|Z is positive,Z=Y,q=1}.

The following definition states under what conditions
two ®-expressions are in conflict.

Definition 6 Let A= Q)| Xa; be an ®-expression. Then,
~A= {B = ®;‘l:1 Yb,'|m =n, VX(J,‘, Yb,‘ :Xa,- = NYbl'}.

Given a theory consisting of a set of rules R, a set S
of facts (literals and deontic literals), and a superiority re-
lation, we can use the inference mechanism of Defeasible
Logic to compute, in time linear to the size of the theory,
the set of its conclusions. This implies to solve genuine
conflicts by resorting to the superiority relation over the
rules. Once we have defined when two ®-expressions are
in conflict (Definition 6), we can simply use the same rea-
soning mechanism described in (Governatori 2005).

2.3.4 Normalisation Process

We now describe how to use the machinery presented
in Section 2.3.1 and Section 2.3.2 to obtain PCL normal
forms. The PCL normal form of a normative system pro-
vides a logical representation of normative specifications
in a format that can be used to check the compliance of a
process. This consists of the following steps:

3Notice that, in Definition 3, we do not care about the types of obligation when
the deontic literals to be compared are negative. In fact, an expression like ~Ob is
always complied with.



1. Starting from a formal representation of the explicit
clauses of a set of normative specifications we gener-
ate all the implicit conditions that can be derived from
the normative system by applying the merging mech-
anism of PCL.

2. We can clean the resulting representation by throwing
away all redundant rules according to the notion of
subsumption.

3. Finally we detect and solve normative conflicts.

In general the process at step 2 must be done several times
in the appropriate order as described above. The normal
form of a set of rules in PCL is the fixed-point of the above
constructions. A normative system contains only finitely
many rules and each rule has finitely many elements. In
addition it is possible to show that the operation on which
the construction is defined is monotonic (Governatori &
Rotolo 2006), thus according to standard set theory results
the fixed-point exists and it is unique.

3 Process Modelling

A business process model (BPM) describes the tasks to
be executed (and the order in which they are executed) to
fulfill some objectives of a business. BPMs aim to auto-
mate and optimise business procedures and are typically
given in graphical languages. A language for BPM usu-
ally has two main elements: tasks and connectors. Tasks
correspond to activities to be performed by actors (either
human or artificial) and connectors describe the relation-
ships between tasks: a minimal set of connectors consists
of sequence (a task is performed after another task), par-
allel —AND-split and AND-join— (tasks are to be executed
in parallel), and choice -(X)OR-split and (X)OR-join— (at
least (most) one task in a set of task must be executed).

3.1 Execution Semantics

The basic execution semantics of the control flow aspect
of a business process model is defined using token-passing
mechanisms, as in Petri Nets. The definitions used here
extend the execution semantics for process models given
by (Vanhatalo et al. 2007) with semantic annotations in the
form of effects and their meaning.

A process model is seen as a graph with nodes of var-
ious types —a single start and end node, task nodes, XOR
split/join nodes, and parallel split/join nodes— and directed
edges (expressing sequentiality in execution). The num-
ber of incoming (outgoing) edges are restricted as follows:
start node 0 (1), end node 1 (0), task node 1 (1), split node
1 (>1), and join node >1 (1). The location of all tokens,
referred to as a marking, manifests the state of a process
execution. An execution of the process starts with a token
on the outgoing edge of the start node and no other tokens
in the process, and ends with one token on the incoming
edge of the end node and no tokens elsewhere. Task nodes
are executed when a token on the incoming link is con-
sumed and a token on the outgoing link is produced. The
execution of an XOR (Parallel) split node consumes the
token on its incoming edge and produces a token on one
(all) of its outgoing edges, whereas an XOR (Parallel) join
node consumes a token on one (all) of its incoming edges
and produces a token on its outgoing edge.

3.2 Annotation of Processes

A process model is then extended with a set of annota-
tions, where the annotations describe (i) the artifacts or
effects of executing the taks and (ii) the rules describing
the obligations (and other normative positions) relevant
for the process.

As for the semantic annotations, the vocabulary is pre-
sented as a set of predicates P. There is a set of process
variables (x and y in Table 2), over which logical state-
ments can be made, in the form of literals involving these
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Figure 1:
banking

Example account opening process in private

variables. The task nodes can be annotated using effects
which are conjunctions of literals using the process vari-
ables. The meaning is that, if executed, a task changes
the state of the world according to its effect: every literal
mentioned by the effect is true in the resulting world; if a
literal [ was true before, and is not contradicted by the ef-
fect, then it is still true (i.e., the world does not change of
its own accord). We further assume that effects in parallel
tasks do not contradict each other.

The obligations for this example are motivated by the
following scenario: A new legislative framework has re-
cently been put in place in Australia for anti-money laun-
dering. The first phase of reforms for the Anti-Money
Laundering and Counter-Terrorism Financing Act 2006
(AML/CTF), covers the financial sector including banks,
credit unions, building societies and trustees and extends
to casinos, wagering service providers and bullion deal-
ers. The act namely AML/CTF imposes a number of obli-
gations, which include: customer due diligence (identi-
fication, verification of identity and ongoing monitoring
of transactions); reporting (suspicious matters, threshold
transactions and international funds transfer instructions);
and record keeping. Table 2 shows the semantic effect an-
notations of the process activities.

Semantic Annotation
newCustomer(x)

checkldentity(x)

checkldentiry(x), recordldentity(x)
accountApproved(x)

owner(x,y), account(y)
accountType(y,type)
positiveBalance(y)
—positiveBalance(y)
accountActive(y)

notify(x,y)

Table 2: Annotations for the process in Fig 1.

i aieie v/ ielesiivg b
22l
)

Here we give the norms governing this particular class
of processes.

o All new customers must be scanned against provided
databases for identity checks.

r1 : newCustomer(x) = O} checkldentity(x)

The meaning of the predicate newCustomer(x) is that
the input data with Id = x is a new customer, for
which we have the obligation to check the provided
data against provided databases checkldentity(x). The
obligation resulting from this rule is a non-persistent
obligation, i.e., as soon as a check has been per-
formed, the obligation is no longer in force. In addi-
tion the obligation is preemptive, this means that if for
some reasons the check was already previously per-
formed there is no need to perform it again, e.g., if



the customer were an existing customer of a company
recently acquired.
e Retain history of identity checks performed.

ry : checkldentity(x) = O™ recordldentity(x)

This rule establishes that there is a permanent obli-
gation to keep record of the identity corresponding to
the (new) customer identified by x. In addition this
obligation is not fulfilled by the achievement of the
activity (for example, by storing it in a database). We
have a violation of the condition, if for example, the
record x is deleted from the database.

e Accounts must maintain a positive balance, unless ap-
proved by a bank manager, or for VIP customers.

r3 : account(y) = O™positiveBalance(y) ®
04" _approveManager(y)

n—pr

The primary obligation is that each account has to
maintain a positive balance positiveBalance; if this
condition is violated (for any reason the account is
not positive), then we still are in an acceptable situa-
tion if a bank manager approve the account not to be
positive. In this case the obligation of approving per-
sists until a manager approves the situation; after the
approval the obligation is no longer in force.

r4 : account(x),accountType(x,VIP) =

P—positiveBalance(x)

This rule creates an exception to rule r3. Accounts of
type VIP are allowed to have a non positive balance
and no approval is required for this type of accounts
(this is achieved by imposing that rule r4 is stronger
than rule r3, r4 < r3).

4 Compliance Checking

Our aim in the compliance checking is to figure out (a)
which obligations will definitely appear when executing
the process, and (b) which of those obligations may not be
fulfilled. In a way, PCL constraint expressions for a nor-
mative system define a behavioural and state space which
can be used to analyse how well different behaviour exe-
cution paths of a process comply with the PCL constraints.
Our aim is to use this analysis as a basis for deciding
whether execution paths of a process are compliant with
the PCL and thus with the normative system modelled by
the PCL specifications. To this end we use the following
procedure:

1. We traverse the graph describing the process and we
identify the sets of effects (sets of literals) for all the
tasks (nodes) in the process according to the execution
semantics outlined in Section 3.1.

2. For each task we use the set of effects for that particu-
lar task to determine the normative positions (obliga-
tions, permissions, prohibitions) triggered by the task.
This means that effects of a task are used as a set of
facts, and we compute the conclusions of the defeasi-
ble theory resulting from the effects and the PCL rules
annotating the process (see Sections 2 and 3.2). In the
same way we accumulate effects, we also accumulate
(undischarged) obligations from one task in the pro-
cess to the task following it in the process.

3. For each task we compare the effects of the tasks and
the obligations accumulated up to the task. If an obli-
gation is fulfilled by a task, we discharge the obliga-
tion, if it is violated we signal this violation. Finally if
an obligation is not fulfilled nor violated, we keep the
obligation in the stack of obligations and propagate
the obligation to the successive tasks.

Here, we assume that the obligations derived from a task
should be fulfilled in the remaining of the process. Varia-
tions of this schema are possible: for example, one could
stipulate that the obligations derived from a task should be
fulfilled by the tasks immediately after the task. In another
approach one could use a schema where for each task one
has both preconditions and effects. Then the obligations
derived from the preconditions must be fulfilled by the
current task (i.e., the obligations must be fulfilled by the
effects of the task), and the obligations derived from the
effects are as in our basic schema.

4.1 From Tasks to Obligations

The second step to check process compliance is to deter-
mine the obligations derived by the effects of a task. Given
a set of rules R and a set of literals S (plain literals and
deontic literals), we can use the inference mechanism of
defeasible logic (Section 2) to compute the set of conclu-
sions (obligations) in force given the set of literals. These
are the obligations an agent has to obey to in the situa-
tion described by the set of literals. However, the situation
could already be sub-ideal, i.e., such that some of the obli-
gations prescribed by the rules are already violated. Thus,
given a set of literals describing a state-of-affairs one has
to compute not only the current obligations, but also what
reparation chains are in force given the set.

Consider a scenario where we have the rules A = OB
and —B = OC, and the effects are A and —B. The normal
form of the rules is A = OB® OC and =B = OC. The
only obligation in force for this scenario is OC. Since we
have a violation of the first rule (A = OB and —B), then
we know that it is not possible to have an ideal situation
here. Hence, computing only the current obligation does
not tell us the state of the corresponding process. What we
have to do is to identify the chain for the ideal situation for
the task at hand. To deal with issue we have to identify the
active reparation chains.

Some notational conventions. Given a rule r, A(r) de-
notes the set of premises of the rules, and C(r) the conclu-
sion. For any set of rules R, R[C] denotes the subset of R of
rules whose conclusionisC. fC=p;®---Q@p,Rqisa
reparation chain, we use m;(C) to denote the i-th element
of the chain.

Definition 7 A reparation chain C is active given a set of
literals S, if
1. 3r € R[C] : Va, € A(r),a, € S and
2. Vs € R|D] such that m;(C) € D, either
1. Ja; € A(s) : ~ay & S, or
2. Jimy(D) = ~m(C) and 3k, k < i, ~m(D) ¢ S, or
3.3t e RE]: mj(E) = m(C), Va, € A(t),a; €S, Ym,
m<j, ~my(E) €Sandt <s.
To illustrate the above definition we examine the following
example.
Example 9 Consider the rules

rp s Al §03®0C,
r 1Ay = O0-B®OD,
r3: A3 = OE ® O—B.

The situation S is described by A1 and A3. In this scenario
the active chains are OB OC and OE ® O—B. The chain
OB ® OC is active since A1 is in S and ry cannot be used
to activate the chain O—B ® OD. For r3 and the resulting
chain OE ® O—B, we do not have the violation of the pri-
mary obligation OE of the rule (i.e., —E is not in S), so the
obligation O—B is not entailed by r3.

4.2 Checking Compliance

A reparation chain is in force if there are a rule of which
the reparation chain is the consequent and a set of facts (ef-
fects of a task in a process) including the rule antecedents.



In addition we assume that, once in force, a reparation
chain remains as such unless we can determine that it has
been violated or the obligations corresponding to it have
all been obeyed to (these are two cases when we can dis-
charge an obligation or reparation chain). This means that
it is not possible to have two instances at the same time
of the same reparation chain. Accordingly, a reparation
chain in force is uniquely determined by the combination
of the task 7" when the chain has been derived and the rule
R from which the chain has been obtained.

Definition 8 Given a sequence of sets of literals Sy, . ..,S,
(corresponding to a sequence of tasks in a process model)
a chain C is terminated by S,, if 3S; such that C is active at
S;, 3s € R|B] such that B=A®C, and Ir € R[E], | (E) =
~m(C), A(r) C S, and s ¥ r.

A terminated chain means that we have reached a dead-
line. First of all to terminate an active chain the chain
must have been active. This means that there is a rule
from which the chain as been derived (rule s above), and
then we have reached a termination condition (encoded
by rule r). The termination condition must be triggered
(A(r) € Sp), and the terminating rule should not be weaker
than the rule from which the chain has been derived.
Given a task/set of literals S we will use Terminated to
refer to the set of rules terminated by S.

The procedure for compliance checking has two steps.
In the first step, given a set of literals S, corresponding
to the effects of a task 7 in a process model, we iden-
tify the set (Current) of active chains for the process. The
set of the active chains includes the new active chains
triggered by the task, as well as the chains carried out
from previous tasks. Then, in the second phase, the al-
gorithm CheckCompliance scans all elements of Current
against the set of literals S, and determines the state of
each reparation chain (C = A ® A, where A, can be L,
making A; ® A, equivalent to Ay, see (Governatori & Ro-
tolo 2006)) in Current and Terminated. CheckCompliance
operates as follows:*

for C € Current
if Ay = OPB, then
if B € S, then
remove([T,R,A| ® Az], Current)
if [T,R,B1 ® By ®A| ® Ay, By] € Violated, then
add([T,R,B| ® B, ® A| ® A2, B;|, Compensated)
else
remove([T,R,A| ® Ay, Current)
add([T,R,A| ® Ay, B, Violated)
add([T,R,A;], Current)
if Ay = O**B, x € {m, 1}, then
if B € S, then
remove([T,R,A| ® Ay], Current)
remove(|T,R,A| ® Az, Unfulfilled)
if [T,R,B| ® By ®A| ® Ay, By| € Violated, then
add([T,R,B1 ® By ®A| ® Ay, By], Compensated)
else
add([T,R, A, ®As,), Unfulfilled)
if A; = O™B, then
if B¢ Sor—Be€S, then
add([T,R,A| ® Ay, B], Violated)
add([T,R,Az], Current)
for C € Terminated
if [T,R, A, ® Ay] € Unfulfilled, then
add([T,R,A;], Current)
add([T,R,A| ® Az, B], Violated)

“#In the presentation of the algorithm we do not differentiate between preemptive
and non-preemptive achievement obligations. A simple solution to handle both at
the same time is that of labelling each effect with the task the effect is associated
with. Accordingly to fulfil a preemptive obligation O in force from a task A we
have to have p?, where B is the identified of the task the effect p is associated with,
such that either task B follows task A (and this is the case also for non-preemptive
achievement obligations), or task B precedes task A and there is no task C between
B and A such that -p€. We overload the inclusion operator € in the algorithm
below with such functionalities.

if A = O%7, then
remove(T,R,A| ® Ay, Current)

Let us examine the CheckCompliance algorithm. Re-
member the algorithm scans all active reparation chains
one by one, and then for each of them reports on the sta-
tus of it. For each chain in Current (the set of all active
chains), it looks for the first element of the chain and it
determines the content of the obligation (so if the first el-
ement is O*B, the content of the obligation in B). Then
it checks whether the obligation has been fulfilled (B is in
the set of effects), or violated (—B is in the set of effects),
or simply we cannot say anything about it (none of B and
—B is in the set of effects). In the first case, for punctual
and achievement obligations we can discharge the obliga-
tion and we remove the chain from the set of active chains
(similarly if the obligation was carried over from a pre-
vious task, i.e., it was in the set Unfulfilled); for mainte-
nance obligation we have to keep the obligation among
the current obligations. In case of a violation, we add the
information about it in the system. Notice that we can use
current to detect a violation only for punctual and mainte-
nance obligations. To record that we have a violation we
insert a tuple with the identifier of the chain and what vi-
olation we have in the set Violated. In addition, we know
that violations can be compensated, thus if the chain has
a second element we remove the violated element from
the chain and put the rest of the chain in the set of active
chains. Here we take the stance that a violation of a main-
tenance obligation does not discharge it, thus we do not
remove the chain from the set of active chains; however,
this is the case for a punctual obligation. In case we do
not have information about whether B or —B we do not
have the information to assert that a maintenance obliga-
tion has been fulfilled, thus it has been violated. How-
ever, for achievement obligations the set of effects does
not tell us if the obligation has been fulfilled or violated,
so we propagate the obligation to the successive tasks by
putting the chain in the set Unfulfilled. The algorithm also
checks whether a chain/obligation was previously violated
but it was then compensated. In the final part of the algo-
rithm we consider the terminated chains, i.e., the chains
for which we have reached a deadline. If the obligation
has not been fulfilled we signal a violation as we have al-
ready described above. The important point to notice here
is that in case of a persistent achievement obligation, the
chain is keep in the set of current chains, but this is not the
case for a non-persistent achievement obligation.

To check the compliance of business process against a
set of normative specifications we can use the algorithm
CheckCompliance. The algorithm given a set of literals a
set of rules determines (1) the rules that have been fired
(deriving thus the obligations in force for the situation de-
scribed by the set of literals) (2) which obligations have
been fulfilled, violated, or we do not have enough infor-
mation to assert their normative state.

At run time an instance of a business process defined
by a business process model is a sequence of (sets) of
tasks. For each element of the sequence we generate the
set of effects and then we use the CheckCompliance to
determine the state of the obligations. Thus determining
whether a business process is compliant is to determine
whether the business process can be executed without end
in a state where there an unrepaired violations.

The conditions below relate the state of a process based
as reported by the CheckCompliance algorithm and the se-
mantics for PCL expressions. In particular, a process is
compliant if the situation at the end of the process is at
least sub-ideal (it is possible to have violations but these
have been compensated for). Similarly a process is fully
compliant if it results in an ideal situation (i.e., there are
no violations).

Definition 9
e An execution path is compliant iff for all [T,R,A] €



Current, A= OB®C, for every [T,R, A, B] € Violated,
[T,R,A,B] € Compensated and Unfulfilled = 0.

e An execution path is fully compliant iff for all
[T,R,A] € Current, A = OB® C, Violated = 0 and
Unfulfilled = 0.

Accordingly, an execution path is not compliant if the
set of unfulfilled obligations (Unfulfilled) is not empty.
Consider, for example the rule

r3 : account(y) =O" positiveBalance(y)®
04" approveManager(y)
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relative to the process of Figure 1 with the annotation as
in Table 2. After task E we have, among others, the effect
account(y). This means that after task £ we have the chain

[E,r4,0" positiveBalance(y) © O™ , approveManager(y)]
in Current for task F. After task F, the above entry for the
chain obtained from rule r4 is moved to the set Unfulfilled.
Suppose now that tasks G and H do not have any annota-
tion attached to them. In this case at the end of the process
we still have the active chain, but the resulting situation is
not ideal: the antecedent of the rule is a subset of the set
of effects, but we do not have the first element of the chain
as one of the effects. Thus, the process is not compliant.

It is possible to give two definitions of compliance for
business processes.

Definition 10 A business process is absolutely compliant
if every execution path is compliant. A business process is
weakly compliant if at least one execution path is compli-
ant.

5 Compliance at Runtime and Design Time: A Bal-
ance and Open Problems

The algorithm to check compliance determines, given an
execution path of a business process, whether the exe-
cution path is compliant or not. The algorithm has lin-
ear time complexity. As we have seen CheckCompliance
work on an execution path thus the same algorithm can
be use to check compliance at design time and at run time.
Thus checking compliance at run time (also known as con-
formance) can be performed in linear time. However, at
run time the algorithm returns the obligations in force for
every task with no look ahead features. Despite the lin-
ear time complexity of CheckCompliance the problem of
checking compliance of a business process at design time
is in general computationally hard no matter the notion of
compliance one chooses (absolute or weak). This depends
on the number of possible execution paths for a process.

The first source of complexity is given by (X)OR-
split/(X)OR-joins. The semantics for such a construct is
that for each (X)OR-split at least one of the paths is exe-
cuted. Thus the number of execution paths to examine for
multiple (X)OR-split/joins exhibits a tree-like growth.

As we have seen the algorithm takes the set of effects
that hold after a task and it uses them to determine the ac-
tive chains and the obligations in force for the successive
task. Given the persistence of some types of obligations,
some obligations carry over from one task to the (immedi-
ately) successive task(s).

The propagation of persistent obligation from task to
task is (computationally) trivial for a linear sequence of
tasks, and so is the propagation of effects. Again the prop-
agation of effects over AND-splits and AND-joins has lin-
ear time complexity. All one has to do is to traverse the
single paths, cumulate the effects, and then union the ef-
fects when one reaches the AND-join. For the accumu-
lation of effects we assume, as is typically the case, that
effects persist from one task to the successive one, and if
the new task introduces an effect contradicting an effect

obtained in a previous task, this corresponds to an update,
i.e., we remove the old one and we add the new one. Based
on this assumption we have that for every task the set of
effects cumulated for the task is consistent, and so is ev-
ery path. Hence, it has been argued that parallel paths
should not introduce inconsistency (inconsistent parallel
paths correspond to a incorrect design of a process). It
is possible to adopt such solution for weak compliance.
We check the compliance of each parallel sub-process in
an AND-split/AND-join if all of them are compliant we
are guaranteed that there exists at least one execution path
combining all the tasks to be executed in parallel is com-
pliant. However, such a strategy is far from being satis-
factory for absolute compliance apart for the case where

we only have pre-emptive’, non-terminating achievement
obligations, and the triggering of the obligation either hap-
pened before the AND-split or the obligation does not ad-
mit exceptions. For the other cases the compliance of all
individual parallel executions does not guarantee that the
process is absolutely compliant. Consider for example a
process with the following sub-process

where T} is annotated with a, 7> with b, T3 with ¢, and
T, with d. The rules are r; : a = O™c and r, : b = 0™d.
It is immediate to verify that both execution paths 77,75
and 73,7y are compliant. At the same time it is easy to
see that some sequential combinations of the four task are
compliant, e.g., T1,73,T;,T4 is not compliant since b is
not an effect of 73 and thus we have a violation of the
maintenance obligation obtained from the effect of 77 and
rule r;. At the same time the execution path 71, {7, T3 }, Ty

is compliant®. Similar examples can be given for punctual
and non-preemptive achievement obligations.

Accordingly, a process designer is left with the
dilemma of choosing between weak compliance at design
time with the consequence that the execution of the pro-
cess might not be compliant (the designer has no control
on what execution path will be performed at run time), or
to face absolute compliance with a combinatorial explo-
sion of the number of possible execution paths to be veri-
fied for compliance. Another alternative is to spend more
time on the design of the process and to give additional
structure to the process to introduce further synchronisa-
tion for parallel tasks. However, most of the current lan-
guages for modelling business processes have very limited
capabilities to model true synchronisation. A possible so-
lution is to extend business process language with tempo-
ral constraint language to introduce truly synchronisation
constructs (see for example (Lu et al. 2006)).

6 Summary and Related Work

This paper discusses a means of visualizing the impact of
compliance controls on business process and of assisting
in compliance checking, analysis and feedback for subse-
quent (re)design of the processes. The procedure is based
in principle on efficient algorithms and is able to deal with
reparation chains of deontic statements of various types.
A number of works have been devoted to compliance
in control modelling. (Goedertier & Vanthienen 2006)
presents the logical language PENELOPE, that provides
the ability to verify temporal constraints arising from
compliance requirements on effected business processes.

5The meaning of a pre-emptive obligation is that something must happen in a
process, but it does not matter where and when it happens in the process.

SRemember we have defined an execution path as a sequence of sets of tasks.
The intended meaning is that each element of the sequence is a granule of time
(identified with at least one task), and we group together truly concurrent tasks. To
simplify the notation we drop the set theoretic notation for singletons.



(Kiister et al. 2007) develops a method to check com-
pliance between object lifecycles that provide reference
models for data artifacts e.g. insurance claims and busi-
ness process models. (Giblin et al. 2006) provides tem-
poral rule patterns for regulatory policies, although the
objective of this work is to facilitate event monitoring
rather than the usage of the patterns for support of de-
sign time activities. Furthermore, (Agrawal et al. 2006)
presented an architecture for supporting Sarbanes-Oxley
Internal Controls, which include functions such as work-
flow modelling, active enforcement, workflow auditing,
as well as anomaly detection. (Farrell et al. 2005) stud-
ies the performance of business contract based on their
formal representation. (Desai et al. 2008) seeks to pro-
vide support for assessing the correctness of business con-
tracts represented formally through a set of commitments.
The reasoning is based on value of various states of com-
mitment as perceived by cooperative agents. (Ghose &
Koliadis 2007) consider an approach where the tasks of a
business process model, written in BPMN, are annotated
with the effects of the tasks, and a technique to propagate
and cumulate the effects from a task to a successive con-
tiguous one is proposed. The technique is designed to take
into account possible conflicts between the effects of tasks
and to determine the degree of compliance of a BPMN
specification. Also, there have been recently some ef-
forts towards support for process modelling against com-
pliance requirements. (zur Muehlen & Rosemann 2005)
provides a method for integrating risks in business pro-
cesses. The proposed technique for “risk-aware” business
process models is developed for EPCs (Event-driven Pro-
cess Chains) using an extended notation. (Sadiq et al.
2007) proposes an approach based on control tags to vi-
sualize internal controls on process models. (Liu et al.
2007) takes a similar approach of annotating and check-
ing process models against compliance rules, although the
visual rule language (BPSL) does not directly address the
deontic notions providing compliance requirements.

As far as we are aware of the issue of studying com-
pliance with a rich ontology of obligations has been ne-
glected. Indeed, the majority of work ignore the norma-
tive aspects related to the issue, and those that address
the normative aspects are limited to pre-emptive achieve-
ment obligations. The only exception is (Governatori et al.
2008) where, an algorithm for approximate weak compli-
ance is presented, based on some heuristics.
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