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Abstract: The ever increasing obligations of regulatory compliance are
presening a new breed of challenges for organizations across semeral i
dustry sectors. Aligning control objectives that stem from regulations and
legislation, with business objectives devised for improved business pe
formance, is a foremost challeng€he orgairational as well as IT stod

tures for the two classes of objectives are often distinct and potentially in
conflict. In this chapter, we present an overarching methodology for-alig
ing business and control objectives. The various phases of the methodo
ogy are then used as a basis for discussing statieeodrt in compliance
managementContributions from research and academia as well as-indu
try solutions are discussed. The chapter concludes with a discussion on the
role of BPM as a driver for regulatorpmpliance and a presentation of
open questions and challenges.



1 Introduction

Compliance isdefined asensuring that business processes, operations
and practice are in accordance with a prescribed and/or agreed set of
norms. Compliance requirements may steom legislature and regad
tory bodies (e.g. Sarban€xley, Basel Il, HIPAA), standards and codes
of practice (e.g. SCOR, 1SO9000) and also business partner conftaets.
market value for compliance related software and services was estimated
in over $2billion in 2008 0(Hagerty Hackbush,Gaughan& Jacobson
2008. The boost in business investment is primarily a consequence of
regulatory mandates that emerged as a result of events that led to some of
the largst scandals in corporate history such as ErvéarldCom(USA),

HIH (Australia)and Societe Generale (Frande)spite of mandated déa
lines there is evidence that many organizations are still struggling with
their compliance initiatives.

Compliance ishistorically viewed as a burden, although there aré-ind
cations that businesses have started to see the regulations as an opportunity
to improve their business processes and operations. Industry rgfekis
Forum 2009 indicate that up to 80% of companiesid they expected to
reap business benefits from improving their compliance regimens.

In general, &omplianceregimen must include three interrelated bst di
tinct perspectives on complianocgz. corrective, detective and prevant
tive perspective.

Corrective measuresan beundertakendue to a number of reasons,
ranging from the introduction of a new regulation impacting upon the
business, tdreech reportingto the organization coming under sutvei
lance and scrutiny by a control authority, or, in therst case, to aen-
forceable undertakingCorrective measures undertaken in a proactive
manner position the organization favorably with regulators or other control
authorities.

Detective measures are undertaken untles main approaches. First is
retrospective reporting, wherein traditional audits are conducted for Oafter
thefactO detection, through manual checks by consultemt®r through
IT forensics and Business Intelligence (Bl) todlssecond and moresy
cent approach is to provide some levelaotomation througlwromated
detection. The bulk of existing software solutions for compliance follow
this approach. The proposed solutions hook into variety of enterpese sy
tem components (e.g. SAP HR, LDAP Directory, Groupware etc.) and
generate auditeports against harcbded checks performed on the requ
site system. These solutions often specialize in certain class of checks, for
example the widely supported checks that relate to Segregation of Duty



violations in role management systems. Howeves, dpiproach still e-
sides in the spacof Oaftethe-factO detectiorglthough the assessment
time is reducedand @rrespondingly the time to remediation and/orimit
gation of control deficiencies is also improved.

A major issue with the above approackiesvarying degrees of impact)
is the lack of sustainability. Even with automated detection facility, the
hard coded check repositories can quickly gtova very large scalmak-
ing it extremely difficult to evolve and maintain them for changing lagisl
tures and compliance requirements. In addition to external pressures, there
is often a company internal push towards quality of service initiatives for
process improvement which have similar requirements.

In this chapter, we promote the usesobtainable agpachesfor can-
pliancemanagementwhich we believeshould fundamentally havepae-
ventative focus, thus achievingompliance by design (Sadiq, Governatori
& Namiri, 2007) That is, compliance should be embedded into thé bus
ness practice, rather than seena distinct activity. In particular, we argue
that acompliance by design approach that capitalizes on BPM techniques
has the potential to include also detective and corrective measures, leading
to a holistic and effective compliance regimen.

The fundanental feature of theompliance by design approachis the
ability to capture compliance requirements through a generic requirements
modeling framework, and subsequently facilitate the propagation of these
requirements into business process models andpeisee applications

The biggest challenges in this regarailigning control objectives that
stem from regulations and legislation, with business objectives devised for
improved business performan¢d&PMG, 2005). he organizational as
well as IT structtes for the two classes of objectives are often distinct and
potentially in conflict.

This chapter is dedicated to developing an understanding of the issues
and challenges found in achieving the alignment between business and
control objectives.

To this end, we willfirst introduce a guiding scenario in order to bsta
lish basic terms and concepts. We tipeasent an overarching methddo
ogy for compliance management that focusesatigning business and
control objectives. The methodology demonstsatke se of business
process managemennd related technologies, as a driver for managing
compliance and iprimarily intended to achieveompliance by design. Us-
ing the methodology as a basis for discussion, we will then provige a d
tailed discussion on statdf the art in compliance management services
and salitions covering contributions from both academia as well assindu
try. The analysis of current solutions indicates that a process dipren a



proach to compliance management may be the most effective waly to a
dress this complex problem. The chapter concludes with a discussion on
open qustions and challenges towarddesftive compliance management.

2 Scenario and Background

Consider the followingexample In 2006 a new legislative framework
wasputin place inAustraliafor antrmoney laundering. The first phase of
reforms for the AntMoney Laundering and Count&errorism Financing
Act 2006 (AML/CTF), coverghe financial sector including banks, credit
unions, building societies and trustees amtends to casos, wagering
service providers anbullion dealers. ThR&AML/CTF actimposes a na-
ber ofcomplianceobligationsor control objectives, which include:

e customer due diligence (identification, verification of identity and

ongoing monitoringf transactions)

e reporting (suspicious matters, threshold transactions and antern

tional funds transfeinstructions)

e record keeping, and

e establishing and maintaining the AML/CTF program.

AML/CTF is aprinciples based* regulationand hence businesses need
to determine theexact manner in which they wilulfill the obligations.
This leads to the design of-salled internal controls? devised by a pa
ticular financial organizatianFor exampleconsider an account opening
process as depicted in Figure 1n Anternal controlmay mandate the
Oscanning of all new customer accounts against blocked entity datasetsO in
response to the obligation to provide customer due diligdadagthe a-
count opening proces$his would require an additional check to beco
ducted after entarg new customer information.

1 (Orhe AML/CTF Act is a principledased piece of legislation. It sets out broad
obligations which reporting entities and others affected by the legislation must
meet, but leaves the methods of meeting those obligationsdeci@ed by those
on whom the obligations fafd (AUSTRAC, 2006)

2 QlInternal control is broadly defined as a process, effected by an entityOs board
of directors,management and other persondesigned to provide reasonabk a
surance regarding the achieverhef objectives in the following categoriest- E
fectiveness and efficiency of operationReliability of financial reportingand
Compliance with applicable laws and regulatiof€0SO, 1994)
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For a principles based approach suclAlsld/CTF, the design of thenk
ternal controls typically reflects thesk appetite of the organization.Ef-
fective risk managemerbegins with a clear understanding of an organis
tionOsappetite for riskand is essentially thergcess of identifying
vulnerabilities and threats to the organisation in achieitgigusiness -
jectives When establishing and implementing its systenmigsk mana@-
ment a companwill considera number of risks such &sancial reporting
risks (the risk of a material error in the financial statemgriperational,
environmental, sustainability, strategic, external, ethical conduct,areput
tion or brandtechnological product or service quality and human capital
as well as risks of neoompliancgASX, 2006).

In order to handle the risk, the organization may choose one or more of
well known strategiessuch asAvoid Risk e.g., if possible, choose not to
implement processeand/or remove the source of the rishitigate Risk
e.g., define and implement controlgansfer Risk e.g., shao outsource
risk (insurance)and/orAccept Risk e.g., formally acknowledge existence
of risk and monitor it

The approacho risk management has a profound impact on how-an o
ganization would design and implement internal controls in response to
compliance obligationsControls management thus becomes a balancing
act between compliance obligations, business objectivesisisd r

In the next section, we present a methodologyctonpliance manag
mentthataims to provide a means of aligning business and contrat-obje
tives by usingousiness process managemand related technologies, as a
driver.

Fig. 1. Example Account Opening Process



3 Methodology for Compliance Management

Previously, we have argued thatnpliance by design is a preferred &
proach for compliance management due to its preventative fioclight
of the heavy socio, economic and environmental costs etampliance,

a priori embedding of requisitchecks and triggers into the enterpripe a
plications is clearly desirable but also extremely difficult given that the
business andechnology landscape of todayOs organizai®misparate,
and distributed.

Business process management is recognizednasaas to enforce co
porate policy. Regulatory mandates also provide policies and guidelines
for business practice. One may argue why a separate requirements mode
ing facility is required to capture compliance requirements for business
processes. We idefitithe following reasons against this argument:

Firstly, the source of these two objectives will be distinct both from an
ownership and governance perspective, as well as from a timelinegerspe
tive. Where as businesses can be expected to have somef fousiress
objectives, control objectivesan be dictated by external sources and at
different times.

Secondly, the two have differing concerns, namely business objectives
and control objectives. Thus the use of business process languages to
model controlobjectives may not provide a conceptually faithful represe
tation. Compliance is in essence a normative notion, and thus cohtrol o
jectives are fundamentally descriptive, i.e. indicatimflar needs to be
done (in order to comply). Business process spetidios are fundanme
tally prescriptive in nature, i.e. detailiigw business activity should take
place. There is evidence of some developments towards descriptive a
proaches for BPM, but these works were predominantly focused on
achiering flexibility in business process executi@ee e.g(Pesc & van
der Aalst, 2006), (Sadiq, Sadiq & OrlowsIZ905).

Thirdly, there is likelihood of conflicts, inconsistencies and rednnda
cies within the two specifications. The intersection of thettwisneeds to
be caefully studied.

In summary we present in Figuge the interconnect between Process
Management and Controls Management. The two are formulated-by di
ferent stakeholders and have different lifecycldse design of contraill
impact onthe way a businegsrocess is execute@n the other hand, a
(re)design of a business process causes an upddte ik assessment
which may lead to a new/updated set of contraldditionally, kusiness
procesamonitoringwill assess the design of internal controls sexde as
an input to internal controls certification.
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Fig. 2. Interconnect of Process Management and Controls Management

Given the scale and diversity of compliance requirements and additio
ally the fact that these requirements may frequently changadss pro-
ess compliance is indeed a large and complex problem area witalse
challenges.Given further that business and control objectives are (or
should be) designed separately, but must converge at some poing-we pr
sent below a list of essentiaquirements and wherelevat correspord-
ing techniques and methodssat need to beanet/developed in ordeio
tackle this overall problem.

3.1 Control Directory Management

Regulations and other compliance directives are complex, vague-and r
quire interpretatin. Often in legalese, these mandates need to be translated
by experts. For example the COSO framew(ZiOSO, 1994)is reca-
nized by regulatory bodies as afdeto standard for realizing controls for
financial reporting. A compangpecific interpretatiormresults in the fio
lowing (textual) information being created:

<control objective, risk, internal control>

For example:

Control objective: prevent unauthorized use of purchase order process
Risk: unauthorized creation of purchase orders and pay-
ments to non-existing suppliers
Internal control: The creation and approval of purchase orders must
be undertaken by two separate purchase officers

The above example is typical of the well known segregation of duty
constraint éne individual does not particigain more than one key trading
or operational functionmandated by Sarban&xley 404.



However, business will typically deal with a number of regul
tions/standards at one time. Thus there is a need to provide a structured
means of managing the variousergretations within regional, industry
sector and organizational contexts. We identify this as a needctor- a
trols directory. Control directory managemeotuld be supported by dat
base technology, and/or could present some interesting contentananag
mert challenges, but will be an essential component in the overall solution.
There is some evahce in industry reportdat solution vendors are @r
ducing repositories of control objectives (and associated parameters)
against the major regulations, seg. SAP GRC RepositorySAI Global
GRC Knowledge and Information Services. Keeping abreast of frequently
changing regulations is a clear challenge in the maintenance of sugh kno
ledge bases.

3.2 Ontological Alignment

Interpretation of regulations from legal Aincial experts comes in the
form of textual descriptions (see example in section above). Establishing
an agreement on terms and usage between these descriptions and the bus
ness processes and constituent activities/transactions is a difficuls-but e
sentialaspect of the overall methodology.
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Fig. 3. Relationships between Process Modeling and Control Modeling Concepts

In the Fig 3 we present the relationships between the basic process
modeling and control modeling concepts. @lg#he relationship between
process task and internal controls is much deeper than shown as it would
require alignment between embedded concepts e.g. task identification, pa
ticular data items, roles and performers etc. However, it is evident that
severalcontrols may be applicable on a task, and one control may impact
on multiple tasks as well. What tools and techniques are utilized to provide
an effective alignment between the two conceptual spaces is not the focus
of this paper, but none the less an dmgant question at hand.



3.3 Modeling Control s

The motivation to model cont®is multifaceted: Firstly, aaneric e-
quirements modeling framework for compliance by desifjhprovide a
substantial improvement over current aftesfact detection approaeh
Secondly, it will allow for an analysis @ompliance ruleshus providing
the ability to discover hidden dependencies, and view in holistic context,
while maintaining a comprehensible working spaiderdly, a precise and
unambiguous (formal) speaifition will facilitate the systematic enhic
ment of business processes with control objectives.

A fundamental question in this regard is theropriate formalism to
undertake the task. In the next section we will deliberate further on this
guestion, angbrovide a discussion of complementary approaches irethe
gard

Note however, that modeling controls is a precise and unambiguous
manner is a necessary first step, but cannot completely address compliance
by design methodology. Process model enrichmeexjplgined in the next
section, constitutes a second essential step.

3.4 Process Model Enrichment

In this context, we use the term process model enrichment as the ability
to enhance enterprise models (business processes) with compkance r
quirements. Thigan be provided agrocess annotation. Process annat
tions have been proposed in a number of researdioersxample the o+
tion of control tags in(Sadiq Governatori &Namiri 2007), integrating
risks on EPCs (zuMuehlen& Rosemann, 2005kand semantic ante>
tions (Governatori Hoffmann, Sadig& Weber, 2008) The resultant vis
alization of contrad on the process model, facilitates a better undedstan
ing of the interaction between the two specifications for both stakeholders
(process owners as well as comapte officers).

Consider for example the account opening process presented in Figure
1. An annotation at the activity OEnter New CustomerO to indicate the need
for Oscanning of all new customer accounts against blocked entity
datsetsO will assist in idéfying the obligations relevant to AML/CTF.
Figure 4 depicts a fragment of the process model presented in Figure 1,
and shows an example of process annotation and resultant process re
design

However, the visualization is only a first step. The new checko-
duced within the process model, can in turn be used to analyse the model
for measures such asmpliance degree (Lu, Sadig& Governatori, 2008),



that canprovidea quantification of the effort required to achieve mpgl>-
ant process moddEventualy, process models may need to be modified to
include the compliance requirements.

scanning of all new I
... customer accounts

against blocked entity
datasets (AMUCTF)

1
]
1
Approve |
Account Open Accd
Opening :
1

Enter New
Customer

_______________________________________________

F2N Enter New Conduct
\, £ Customer Checks

Login Existing
Customer

Fig. 4. Process Annotation and Resultantdresign

In large organizations, the process portfolio may consist of 100®-of pr
cess models that may sparvessl business units. A diagnostic facility
(Governatori Hoffmann, Sadig& Weber, 2008tan empower the organ
zations to undertake a compliance assessment at a large scale, and then
continue with compliance enforcement based on the measured compliance
degee (or gap) and associated risks.
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Fig. 5. Summary of Design Time Support in the Methodology



The methodology as presented so far can be summarized in figure 5.
Note however, that the sections 8.4 as presented above are focussed
on providingdesign time support for compliance management. Although
model driven enforcement and monitoring is a main objective of #e pr
sented methodology, it is not always possible to achieve. Below we present
a brief summary of issues and techniquegtortime support for compi-
ance management.

3.5 Compliance Enforcement

Enforcement of controls is a key component in the overall methodology.
Giventhat the technology landscape of todayOs organizatibighly d-
verse andlisparatetranslation of designed internalntmls onto the 1Tri-
frastructure and subsequently into business transactions is clearly & signif
cant challenge. A number of complementary technologies can be identified
in this regard such as.

e Records management (e.g. incident logging, data retenttanss,
etc)

¢ Integration technologieqe.g. enterprise application integration,
master data managemgnt

e Testing/Simulation (e.g. what if scenario analysis)

e Control automationg.g. rule engines)

Model driven business process execution (as envisaged iideaé
BPM vision), is of course a candidate in the above, and arguably providing
the most effective means to enforcement of compliance related controls.
Unfortunately, the current state of enterprise systems does not reflect the
ideal BPM vision, and hereecompliance enforcement is provided through
a variety of toolsand technologies

3.6 Compliance Monitoring

The support provided in the design of compliant procesiserigh
process annotation and analysis and resultant process cheangesntu-
ally lead toa model driven enforcement of compliance controls (Where
process management systems are in plat@jever, it is nasve to assume
that all organizations have the complete implementation of the BeM lif
cycle, and hence the process models and underlyingatgns may be
disconnected. In this case, it is important to provide support fopleo



ance through run time monitoring. This has been the agenda for several
vendors in this space targeting the so call@dmared detection, described
earlier. In genetaevent monitoring is a well studied research topic [see
e.g. www.complexevents.com], and although has not been
widely/explicitly associated with the compliance issnetably excepting
(Giblin, Muller & Pfitzmann 2008, its usage in fraud detection aselu-

rity is closely related.

Although, this chapter igprimarily targeted aapproaches conducive to
achievingcompliance by design by adopting a preventative approaeh f
cilitated by business process modskyeralworks on formal modeling of
control obgctives(Governatori &Rotolo, 2006)have taken into account
the violations and resultant reparation pelcthat may surface at runtime.

4  State of the Art

Governance, risk and compliance (GRC) is an emerging area of research
which holds challenges for xiaus communities including information
systems, business software development, legal, cultural, & behavioral
studies and corporate governance.

In this chapter, we have focusedaompliancemanagement from an-
formation systems perspective, in particula¢ modeling and analysis of
compliance requirementdn this section, we report on the contributions
from research and academia as well as industry solutions in the area of
compliance managemernthe primary focus of the discussion isn pre-
ventative apmaches taomplianceor those that facilitate compliance by
design and hence the discussion is structured aramamdpliance modé
ing specificallyissues relating teections 3.1 3.4

4.1 Modeling Controls

Both process modeling as well as modeling of radive requirements
are well studied fields independently, lomitil recently the interactionsb
tween the two have been largely igno(Besaj Mallya, Chopra& Singh
2005, (PadmanabhanGovernatori,Sadig, Coomb & Rotolo, 2006. In
particular (zutMuehen, Indulska& Kamp, 2007) provide a valuablepr
resentational analysis to understand the synergies between procdess mo
ing and rule modeling.

It is obvious that the modelling of controls will be undertaken as rules,
although the question of appropridtmalism is still under studied. A
plethora of proposals exist both in the research community on forntal mo



elling of rules, as well as in the commercial arena througtinkss rule
management systems.

Historically, formal modelling of normative systentas focused on
how to capture the logical properties of the notions of the normative co
cepts(e.g., obligations, prohibitions, permissions, violations, E) and how
these relate to the entities in an organization and to the activities to-be pe
formed. Deont logic is the branch of logic that studies normativa-co
cepts such as obligations, permissions, prohibitions and related notions.
Standard Deontic Logic (SDL) is stiang point for logical investigation of
the basic normative notions and it offers a videalised and abstract o
ceptual representation of these notions but at the same time it suffers from
several drawbacks given its high level of abstrac{®artor, 2005)Over
the years many different deontic logics have been proposed to capture the
different intuitions behind these normative notions and to overcome dra
backs and limitations of SDL. One of the main limitations in this context is
its inability to reason with violations, and the obligations arisingein r
sponse to violdons (Carmo& Jones,2002) Very often normative stat
ments pertinent to business processes, and in particular contracts, specify
conditions about when other conditions in tlewument have nor beenlfu
filled, that is when some (contractual) clauses have been violated. Hence
any formal representation, to be conceptually faithful, has to been able to
deal with this kind of situations.

As we have disgessed before compliance is datenship between two
setsof specifications: the normative specifications that prescribe what a
business hs to do, and therocessmodellingspecification describing how
a business performs its activitie&ccordingly to properly verify that a
process/procedure complies with the norms regulating the particular bus
ness one has to provide conceptualbyind representations of the process
on one side and the norms the other, and then check the alignment of
the formal specifications of the process and the formal specifications for
the norms.

Below we present an account of the various proposals foralanodé
ling of controls. (Governatori, 2005),(Governat&i Milosevic, 2006
have proposed FCL (Formal Contract Language) as a candidate for control
modelling, which has proved effective due to its ability to reason with vi
lations.A rule in FCL is an gpression of the form:A,,..., A,=B, wherer
is the name of the rule (unique for each rulg),.., A, are the premises,
(propositions in the logic), anBlis the conclusion of the rule (agains a
proposition of the logic).



The propositions of the ¢gic are built from a finite set of atomic pip
sitions, and the following operators:(Aegation),0 (obligation), P (pe-
mission),® (violation/reparation). The formation rules are as follows:

e every atomic proposition is a proposition;

o if p is an atomigroposition then Ap, is a proposition;

e if pis a proposition the@®p is an obligation proposition amRp is
a permission proposition; obligah propositions and permission
propositions are deontic propositions

e if p,,...p, are obligation propositiond g is a deontigropo$
tion, thenp,® ..®p,®q is a reparation chain;

A simple proposition corresponds tofactual statement. The deontic
operators are then indexed by the subject of the normative positi@ corr
sponding to the operator. ThusSendInvoice means that the suppliehas
the obligation to send the invoice to the purchaser,PaGdargePenalty
means that the purchageis entitled (permitted) to charge a penalty to the
supplier. A reparation chain, for example:

O,ProvideGoodsTimely®O,OfferDiscout®P ,ChargePenalty

captures obligations and normative positions arising in response o viol
tions of obligation. Thus the expression above means that the supplier has
the obligation to send the goods in a timely manner, but in case she does
not compy with this (i.e., she violates the obligation do so) then she has
the OsecondaryO obligation to offer a discount for the merchandise, and in
case that she fails to fulfill this obligation (i.e., we have a violation of the
possible reparation of the OpairpO obligation), then, finally, the rpu
chaser can charge the supplier with the penalty.

As usual in normative reasoning there are two types of rules:i-defin
tional rules and normative rules. A definitional rule gives the conditions
that assert a factualatement, while a normative rule allows us tam-co
clude a normative positiofi.e., an obligation, a permission or a préhib
tion, where a prohibition i©)A or equivalently A&). According to the
above distinction in definitional rules the conclusion is a psdn, and
in normative rules the conclusion is either a deontic proposition oraa rep
ration chain. In both cases the premises are propositions and deontic
propositions, but not repation chains.

FCL offers two reasoning modules: (1) a normaliser to enakplicit
rules that can be derived from explicitly given rules by merging their no
mative conclusions, to remove redundancy and identify conflicts rules; and
(2) an inference engine to derive conclusions given some propositions as
input (Governatori, 208).



Therehave been some other notable contributions from research on the
matter of control modelling.Goedertier& Vanthienen, 2006presents a
logical language PENELOPE, that provides the ability to verify temporal
constraints arising from complianceqrteérements on effected business
processes.Kuster, Ryndina & Gall, 2007) provide a method to check
compliance between object lifecycles that provide reference models for
data artefacts e.g. insurance claims and business process ri@d#is,
Muller & Pfitzmann, 2006) who provide temporal rule patterns for regul
tory policies, although the objective of this work is to facilitate event
mornitoring rather than the usage of the patterns for support of design time
activities. Furthermore(Agrawal, Johnson, i€rnan& Leymann, 2006)
has presented a workflow architecture for suppor8agbanexley In-
ternal Controls, which include functions such as workflow modeling, a
tive enforcement, workflow auditing, as well as anomaly detection.

There has been some complentary work in the analysis of formal
models representingormative notions. For example (Farrell, Sergot, SallZ
& Bartolini, 2005) study the performance of business contract based on
their formal epresentation. (Desai, Naren&flr&ingh, 2008) seek to @r
vide support for assessing the correctness of business contracts represented
formally through a set of commitments. The reasoning is based on value of
various states of commitment as perceived by cooperative agemts. R
search on closely related issues his® been carried out in the field of
autonomous agents (Alberti, Ctas, Gavanelli, Lamma, Mello &or-
roni, 2006).

4.2 Process Model Enrichment

As discussed previously, modelling the controls is only the first step t
wards compliance by design. The seconsersal step is the enrichment
of process models with compliance requirements (i.e. the modelfed co
trols). Clearly this cannot take place without a formal controls model (as
proposed by above mentioned works), or at least some machine readable
specificaton of the controls.

There have been recently some efforts towards support for busioess pr
cess modelling against compliance requirements. In particular, the work of
(zur Muehlen& Rosemann, 20Q%and (Neiger, Churilov, zur Muehle&
Rosemann, 2006provides an appealing method for inteyng risks in
business processes. The proposed technique foraWriskO businessopr
cess models is developed for EPCs (Event Process Chaing)an &-
tended notation(Sadiq, Governatori &amiri, 2007) propose an amach
based on control tags to visualize internal controls on process models.



(Liu, Muller & Xu, 2007) takes a similar approach a@fhnotating and
checkingprocess models against compliance rules, although the visual rule
language, namelBPSL is general ppose and does not directigdress

the notiongepresentingompliance requirements.

4.3 Summary

Although this chapter has primarily focused on preventative approaches
to compliance, it is important to identify the role of detective approaches
as well, where avide range of supporting technologies are present.

These include several commercial solutions such as business activity
monitoiing, business intelligence ettNoteworthy in research literature
with respect to compliance monitoring, is the synergy witdt@ss mining
techniqguesyan der Aalstvan DongenHerbst,Maruster,Schimm& Wei-
jters, 2003), (van Dongen, de Medsi, Verbeek, Weijter& van der
Aalst, 2009 which provide the capability to discover runtime process b
havior (and deviations) and caretbby assist in detection of compliance
violations.

In terms of the compliance services and solutionwraber of copli-
ance service/solution providers are currently ab#laincluding large
consulting firmsproviding business services and advisory afi assot-
ware vendors Software servicesare emerging from large corporations
with products such as IBM Lotus workplace for Business Controle& R
porting, Microsoft Office Solutions Accelerator for Sarbafedey, SAP
GRC (Governance, Risk and Complian&mlution, as well as niche ne
dors such as OpenPages, Paisley Consulting, Qumas Inc and several others
(Caldwell & Eid, 2008).

Software solutions and tools for compliance are typically found under
the umbrella of another technology such as businesBigeince or bus
ness rules management etds such compliance vendors are notilgas
identified directly. Further, whereas many vendors provide sophisticated
functionality of some aspect of the overall ettdend methodlogy (as
presented in section),3hese solutions are of a piecemeal natarg,a
Business Controls & Reportingol designed to help users manageggro
esses, controls, and information subjecs&mbanes Oxle04.

5 Discussion and Outlook

As the importance of governance, risk and céamgle grows for véar
ous industries, there is an evident need to provide supporting tools and



methods to enable organizations seeking corporate social responsibility to
achieve their objectives. The challenges that reside in this topic warrant
systematic amroaches that motivate and empower business users to
achieve a high degree of compliance with regulations, standards, rand co

porate policies.

One of the biggest challenges facing the compliance industry is the
measurement of adequacy of controls (KPMG iadwy, 20®), i.e.
achieving a balance between control and business objectives

This has been a driver of the research presented in this chapter. The
methodology presented in section 3 provides a systematic meansnef alig
ing business and control objectivédHowever, several open issigtdl re-
main.

A number of proposals exist fatodelling controls (see section 4.1).
Although several proposals provide a powerful and conceptually faithful
means of capturing controls, it still remains to be studied, heset fo-
mal models can be deployed in practice.

Effective framework for modellingontrolsis a necessary prerequisite
to studying the alignment between business and control objecties.
have demonstrated hasuch models can provide a means of enrichimg)
subsequently analysirgusiness process model¢hich in turn can be used
for model driven compliance enforcement.

Enriched business process models bring the added benefit gdroviding
the capability for diagnostics (see section 3.4Yhatis providea means of
understanding what needs to be done in order to achieve (an acceptable
degree of) compliancéLu, Sadig& Governatori, 2007)This is a hard
problem in general due to tteemantically rich nature of the involved
models.

A theoretically rigoroa and practically feasible means of controldmo
elling supported by a powerful analysis machinery that provides diagnostic
support for comparing business and control objecthassthe potential to
create a holistic approach to compliance management, bynhoprovil-
ing preventative and detective techniques, but also corrective reecemme
dations.

Future research endeavors in this area should strive tos@mjsiance
management framewaskhat providea closeintegration of the three pe
spedives namely preentative, detective and correctivguch a framework
can alloworganizationgo better respond to the changing regulatoey d
mands and also reap the benefits of process improvement.
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